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Introduction
In 2017, Evaluator Group published a report entitled “The Enterprise Hybrid Cloud —a Work in
Progress.” This year, as enterprises return to more normal IT operations post-COVID-19, Evaluator
Group conducted a hybrid cloud research study that sought to ascertain movement on issues explored
in the previous survey research and to introduce new lines of inquiry, including those concerning cloud
storage, cost, containers/Kubernetes, multi-cloud data management (MCDM)1 and cloud decision
making. Evaluator Group asked respondents questions to help expose barriers to adoption, problems
encountered, and aspects they find of value and that help increase hybrid cloud adoption.
Not surprisingly, Evaluator Group saw that enterprises had matured. Signs of this maturity include a
progression from exploratory use cases, such as deploying hybrid clouds for disaster recovery or
application development, to more critical application hosting. Along the way, they are learning that cost
control is something of an art form and that staffing hybrid clouds with qualified administrators is
challenging at best.
The hybrid cloud is often cited as a final destination. But in the minds of enterprise IT users, the hybrid
cloud is a resource to be treated and managed as any other IT resource. Users are pragmatic, finding the
best way to deliver IT services at the lowest cost, given their unique circumstances. Evaluator Group
sees and presents this pragmatism at work in this study.

Survey Statistics/Demographics
Total Responses
The survey had 313 total responses from IT end users, 92% of which were from enterprise IT users. The
balance (8%) was from IT end users within cloud service providers (CSPs) or value-added resellers
(VARs)/distributors.

Number of Employees
The survey had 60% of responses from IT organizations with between 1,000 and 5,000 employees, while
another 22% came from organizations with 5,000 employees or more, yielding a total of 82% from
organizations of 1,000 employees or more.

1

Multi-Cloud Data Management Fundamentals | Evaluator Group
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Figure 1: Respondent Company Size by Number of Employees

Industry Representation

Figure 2: Industry
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Job Description
The overwhelming majority of responses came from IT management and IT technical staff.

Figure 3: Title of Job Description

Job Responsibilities
Again, management of IT infrastructure dominates the respondent job responsibilities as can be seen
below:

Figure 4: Primary Responsibility
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Size of Storage Environment
Among the survey respondents, 89% were managing 100 TB or more, and 42% were managing 500 TB or
more.

Commitment to Cloud Storage
More than a third (34%) of respondents have procured more than 50% of their total storage through the
public cloud; 32% have procured between 25% and 50% of their total storage through the public cloud.
Net: two-thirds of respondents have procured 25% or more of their total storage through the public
cloud.

Top-Line Observations
Looking Back to 2017
In October 2017, Evaluator Group published the results and analysis of a survey of potential and current
enterprise hybrid cloud users.2 We surveyed enterprise administrators who were focusing their IT
management skills on hybrid cloud and multi cloud initiatives. In addition, Evaluator Group conducted
in-depth interviews with these respondents.
At that time, 62% of our survey respondents had deployed hybrid clouds and indicated this architecture
was their long-term future, while 30% said they were “just getting started.” More than half (58%) of the
respondents indicated they would increase their hybrid cloud workloads. In the 2021 survey, Evaluator
Group found that 98% of respondents had deployed a hybrid cloud architecture, with the remaining 2%
planning to deploy one, but still deciding on the architecture. No respondents indicated they had no
plans to deploy a hybrid cloud environment.
With regard to issues experienced, Evaluator Group thought that public cloud security would top the list
of hybrid cloud concerns and 48% of the medium to large enterprise respondents agreed. But a larger
group (58%) regarded network security as an even greater concern. Meanwhile, nearly 60% of the
enterprise IT respondents in 2017 indicated that a lack of interoperability was a significant technologyrelated issue that they must overcome.
The 2021 survey shows some shifting of challenges currently experienced by enterprise IT users. Today,
public cloud security tops the list with 40% of respondents identifying this as one of their biggest
challenges, while network security falls to second place at 35%. Lack of interoperability fell well down
the list to the number eight spot at 14%. Evaluator Group suspects that the increase of external attacks,
such as ransomware and phishing, during 2020 and continuing to today has much to do with the gravity
of this concern among IT administrators. At the same time, two other challenges rose to prominence in
this survey. Respondents indicated that the hybrid cloud is more complex than originally thought (31%)
and the hybrid cloud is more expensive than originally thought (25%). Difficulty in assuring application
performance was also cited by 21% of respondents.

2

The Enterprise Hybrid Cloud—a Work in Progress | Evaluator Group
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Today’s Enterprise Hybrid Cloud User Perceptions
Hitting the “Pause” Button on the Hybrid Cloud
This survey, when taken in total, shows some pullback from the cloud euphoria of a few years ago when
a majority of enterprise users were either all-in on moving to public clouds or were excercising a “cloud
first” strategy. For example, one of the 2017 interview candidates reported that his insurance company
had a goal of moving 100% of its IT operations to Microsoft Azure. Today, he reports that, after spending
at least two years trying to get into the Azure cloud, “We brought it all back and started over. Business
user groups wanted to bring things back on prem because of cost and performance issues.” As a result,
they diversified to include Amazon Web Services (AWS) and made a better determination as to what
were best-fit worklods for public cloud hosting based on experience. “We saw that there were
aplications that just weren’t designed to work as cloud apps.” At the top of this list were database
workloads that experienced latency issues. Data egress charges were also driving them to return
workloads to their data centers. New applications are now built in the cloud, while existing applications
are getting a more thorough review.
Based on the survey results, Evaluator Group sees a simlar reevaluation process going on within this
group of survey respondents, due to the following reasons:

Remaining study information available with purchase or subscription.
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and financial subscriptions. Early in his career he became interested in Big Data and co-authored a book
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contributor.
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